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Security Privacy

Confidentiality
Integrity

Availability

Notice
Consent

Limited Collection
Restricted Access + Use

Integrity + Security

+
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v.

Europe
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Source: Shutterstock
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ARTIFICIAL 
INTELLIGENCE

• Cybersecurity 
& Privacy

• Laws and Regulations
• Terms of Service
• Policies & Procedures
• Contracts
• Liability
• IP / Ownership / 

Attribution
• Deepfakes

Source: Shutterstock
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https://www.nist.gov/artificial-intelligence 
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NIST

https://www.nist.gov/artificial-intelligence


www.cisa.gov/ai 
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CISA

http://www.cisa.gov/ai


https://docs.fcc.gov/public/attachments/DOC-400393A1.pdf 14

FCC

Feb. 8, 2024

https://docs.fcc.gov/public/attachments/DOC-400393A1.pdf


www.ftc.gov/news-events/news/press-releases/2024/02/ftc-proposes-new-protections-combat-ai-impersonation-individuals 

Final Rule:
Prohibit impersonation of 
government and business 

Proposed Rule:
- Prohibit impersonation 
   of individuals
- Provide for liability 
   of AI platforms
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FTC

Feb. 15, 2024

http://www.ftc.gov/news-events/news/press-releases/2024/02/ftc-proposes-new-protections-combat-ai-impersonation-individuals


www.ansi.org/standards-news/all-news/2023/12/12-27-23-
using-ai-responsibly-us-leads-efforts-to-develop-iso-iec-42001 16

http://www.ansi.org/standards-news/all-news/2023/12/12-27-23-using-ai-responsibly-us-leads-efforts-to-develop-iso-iec-42001
http://www.ansi.org/standards-news/all-news/2023/12/12-27-23-using-ai-responsibly-us-leads-efforts-to-develop-iso-iec-42001


Cloud Security Alliance
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www.sans.org/mlp/ai 
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SANS Institute

http://www.sans.org/mlp/ai
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SEC

Oct. 5, 2022



20May 5, 2023+ $50,000 fine
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Oct. 30, 2023



Laws and 
Regulations

Statutes

Regulations

Guidance

Executive Orders

Federal + State
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Selected 
Federal Laws

• Federal Information Security Management  Act 
(FISMA)
Federal Information Security Modernization Act

• Financial Industries Modernization Act 
(Gramm-Leach-Bliley)

• Health Insurance Portability and Accountability 
Act (HIPAA)

• Strengthening American Security Act of 2022
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Strengthening 
American 

Cybersecurity 
Act of 2022

TITLE I—FEDERAL INFORMATION SECURITY 
MODERNIZATION ACT OF 2022

TITLE II—CYBER INCIDENT REPORTING FOR 
CRITICAL INFRASTRUCTURE ACT OF 2022

TITLE III—FEDERAL SECURE CLOUD 
IMPROVEMENT AND JOBS ACT OF 2022
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Strengthening American Cybersecurity Act of 2022

SEC. 2242. REQUIRED REPORTING OF CERTAIN CYBER INCIDENTS

“A covered entity that experiences a covered cyber incident 
shall report the covered cyber incident to the Agency not later 
than 72 hours after the covered entity reasonably believes that 
the covered cyber incident has occurred.”

***
“A covered entity that makes a ransom payment as the result of 
a ransomware attack against the covered entity shall report the 
payment to the Agency not later than 24 hours after the ransom 
payment has been made.”
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CISA
Critical

Infrastructure
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Disclose:
 “material cybersecurity incident”

Within:
 4 business days of determining 
that the incident is material 

July 26, 2023



28Proposed Rule – Oct. 3, 2023
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Oct. 27, 2023
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Oct. 25, 2023



Laws and Regulations
• Breach Notice
• Reasonable Security
• FTC Act
• Privacy

Federal

• Breach Notice
• Reasonable Security
• Privacy

State

• GDPR +International
Source: Shutterstock
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State Reasonable Security (PII)

24 states

General “reasonable security” v. detailed requirements

MA Standards for the Protection of Personal Information 
(201 CMR 17)

NY Stop Hacks and Improve Electronic Data Security (SHIELD) Act
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State Breach Notice (PII)

• Information covered 
• Entities covered
• Definition of “breach”
• Who must be notified
• Risk of harm
• Time of notice
• Form or method of notice
• Credit monitoring
• Exceptions

• Safe Harbor
• Encryption

50 states + DC, PR, USVI

33



Rights-Based 
Privacy Laws

CA Consumer Privacy Act (CCPA) + CA Consumer Privacy Rights  
Act (CPRA) (in effect)

VA Consumer Privacy Act (in effect)
CT Data Privacy Act (in effect)
CO Privacy Act (in effect)
UT Consumer Privacy Act (in effect)

TN Information Protection Act (effective July 1. 2024)
OR Consumer Privacy Act (effective July 1, 2024)
TX Data Privacy and Security Act (effective July 1, 2024)
MT Consumer Data Privacy Act (effective Oct. 1, 2024)
IA Consumer Data Protection Act (effective Jan. 1, 2025)
DE Personal Data Privacy Act (effective Jan. 1, 2025)
NJ  (effective Jan. 15, 2025)
IN Consumer Data Protection Act (effective Jan. 1, 2026) 34



Biometric Privacy Laws
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Information Governance

Manage life cycle of information 
from creation or receipt through 
final disposition
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Manage and Minimize Data

Inventory of Technology and Data
- Data Map

Classify Data

Minimize Collection and Retention

Secure Disposal
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Comprehensive Cybersecurity Program

40



What is “Reasonable Security”?

41
Source: Shutterstock



Standards / Frameworks / Controls

NIST Cybersecurity Framework

NIST Special Publication 800-53, Rev 5
+ numerous additional standards

ISO 27000 series standards: *
Information Security Management Systems

Center for Internet Security
CIS Controls, Version 8
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Feb. 26, 2024
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“Over 90% of successful cyber attacks 
start with a phishing email.”

CISA Oct. 2021
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The Numbers

74% of breaches included a human element.

Verizon 2023 
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Microsoft 
Sept. 2023 46



Multifactor Authentication

47Microsoft (Aug. 2019)



Risk Management Process
• Assess the risks.
• Manage the risks:

• Eliminate the risk.
• Control the risk with appropriate 

administrative, technical and physical 
safeguards.

• Transfer the risk 
(insurance, indemnity, etc.).

• Accept the risk.

• Often a combination of approaches.
48

Source: Shutterstock



Cyber Insurance

Source: Shutterstock
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Cyber
Policy

Application



Contracting for Security

“Reasonable security”

Detailed requirements

Incorporate standards or frameworks

Include third-party / supply chain
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OFAC Sanctions

51
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Feb. 20, 2024



Incident Response Plans

Preparing for when a business 
will be breached, 
not if it may be breached

The new mantra in security:
Identify & Protect + Detect, 
Respond & Recover

Source: Shutterstock

53



Is it a “Data Breach”?

“event”

“incident”

“major incident”

“data breach” Source: Shutterstock
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HIPAA: “The acquisition, access, use, or disclosure of protected health information in 
a manner not permitted which compromises the security or privacy of the protected 
health information.”
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Who You Gonna Call?

FBI

IC3

Secret Service

CISA

State & Local Police
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Feb. 1, 2024
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Feb. 4, 2024
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www.ftc.gov/news-events/news/press-releases/2024/02/ftc-order-will-ban-avast-
selling-browsing-data-advertising-purposes-require-it-pay-165-million-over  

64

Feb. 22, 2024

http://www.ftc.gov/news-events/news/press-releases/2024/02/ftc-order-will-ban-avast-selling-browsing-data-advertising-purposes-require-it-pay-165-million-over
http://www.ftc.gov/news-events/news/press-releases/2024/02/ftc-order-will-ban-avast-selling-browsing-data-advertising-purposes-require-it-pay-165-million-over


Cybersecurity Law Update 2024
Thanks for Attending

David G. Ries

March 5, 2024


	  Cybersecurity Law Update 2024 	�
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Cloud Security Alliance
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Laws and Regulations
	Selected Federal Laws
	Strengthening American Cybersecurity Act of 2022
	Strengthening American Cybersecurity Act of 2022
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Laws and Regulations
	State Reasonable Security (PII)
	State Breach Notice (PII)
	Rights-Based �Privacy Laws
	Biometric Privacy Laws
	Slide Number 36
	Slide Number 37
	Information Governance
	Manage and Minimize Data
	Comprehensive Cybersecurity Program
	What is “Reasonable Security”?
	Standards / Frameworks / Controls
	Slide Number 43
	Slide Number 44
	The Numbers
	Microsoft �Sept. 2023
	Multifactor Authentication
	Risk Management Process
	Slide Number 49
	Contracting for Security
	OFAC Sanctions
	Slide Number 52
	Incident Response Plans
	Is it a “Data Breach”?
	Who You Gonna Call?�
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	Slide Number 62
	Slide Number 63
	Slide Number 64
	  Cybersecurity Law Update 2024 Thanks for Attending	�

